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COMPLIANCE AND SECURITY MADE EASY

The pressure to demonstrate compliance with today’s

regulatory mandates is intense. The ability to detect threats,

climinate vulnerabilities, and manage log data is not only

necessary for securing your network, it is also a regulatory

mandate. As you strive to overcome your toughest PCI,

SOX, HIPAA and GL.BA challenges, tighter regulatory ALERT LOGIC KEY SOLUTION BENEFITS

mandates, more stringent budgets and shrinking headcount Here’s how Alert Logic can put you in complete control

only add to your stress. . .
of your compliance and security efforts today:

Alert Logic is revolutionizing the way I'T compliance and

security solutions are designed, delivered, and utilized. * Easy to buy, deploy, use, and own with no software
As the security industry’s only provider of Cloud-based ot hardware to purchase or maintain, no upfront
log management, threat management, and I'T compliance capital investment required, all included in one
automation solutions, Alert Logic provides mid-sized convenient monthly fee

organizations with the easiest and most affordable way . ; .
* Enables regulatory compliance by identifying both

to secure their networks and comply with critical policies L . .
Py P incidents and vulnerabilities that could impact

and regulations. .
&t compliance-relevant network assets, and by

Unlike appliance or softwate products, our Cloud-based collecting, reviewing, and securely archiving
platform delivers solutions on-demand, featuring rapid log data

deployment, zero maintenance, and no hardware or . . .
) i ° Improves network security by identifying threats
software costs. With Alert Logic, you can manage o S
. o ) and vulnerabilities, and making historical log data
compliance to policies and regulations and protect your . : :
) i available for analysis and forensics
network without having to break the bank.

Our reputation as a leading provider of Cloud-based IT

compliance and security solutions is growing as our
“Alert Logic's Cloud-based offering provides a simple way to

maintain visibility into our network security and enables us to ad-
dress only those issues that represent real risk. The security ex-
security services, receiving a “Best Buy” Award from pertise of the company, the maturity of their solution, and the
SC Magazine. ease of implementation and support made Alert Logic the clear
choice for protecting our perimeter network from threats."

solutions gain prominence. Alert Logic’s Threat Manager

recently outperformed the competition in a review of




Deploys in Minutes
Zero Maintenance
No Capital Investment

Alert Logic's log, threat, and I'T compliance management
solutions offer the easiest way to protect your network and

comply with policies and regulations. Our solutions include:

Log Management leveraging our Cloud-based architecture
to automatically collect, transmit, analyze, and archive log

data from across your organization.

Threat Management combining intrusion protection
and vulnerability management technology into a single
integrated solution, offering both proactive and reactive

protection from the latest threats.

Compliance Automation helping protect the availability,
confidentiality, and integrity of your critical I'T assets.

Log Management Made Easy

Government and industry mandates, such as PCI, SOX,
HIPAA, and GLBA, require that you collect, regularly
review and securely archive log data. Regular analysis and
forensics can also be performed on the same log data to

enhance overall security and availability.

However, manually reviewing even a single system or
firewall log on a regular basis is complex and
time-consuming—manually reviewing dozens, hundreds,
ot even thousands of distributed logs regulatly is impossi-
ble. More than likely, you simply do not have the resources
for such an intensive review. Another stumbling block:

the hassle and cost of purchasing and managing a log
management infrastructure, including terabytes of storage,

can be staggering, especially for mid-sized organizations.

Why not manage your log data in a simple, efficient, even
revolutionary new way? Alert Logic’s Log Manager is the
first Cloud-based log management solution available.
Log Manager automatically collects, transmits, analyzes,
and archives log data from across your organization.

Our in-network appliance collects, aggregates and
compresses the data, the log data is then transmitted to
our datacenter, then all subsequent processing, analysis,
reporting, forensics, and archival are performed in our

highly secure and redundant datacenters.

All solution capabilities are available from any browser.

All configuration, tuning, maintenance, and solution
upgrades are performed automatically and continuously.
Simply put, Alert Logic Log Manager does it all for you so
you can avoid the effort and cost associated with deploying
and managing a log management system. With years of
experience and hundreds of satisfied customers, the Alert
Logic Cloud-based platform has radically simplified how

organizations meet their compliance and security needs.

KEY BENEFITS

* Enables regulatory compliance with automated
log data collection and due diligence review
as well as immutable, redundant, and
secure archival.

¢ Improves incident response and resolution for
security, performance, and availability incidents
via quick and easy browser-based access to all
historical log data.

Easy to buy, deploy, use, and own with no
software or hardware to purchase or maintain, no
upfront investment required, everything included
in one convenient monthly fee.




Network Protection On-Demand

Despite your best efforts to provide a strong perimeter
or endpoint defense, you know you’re still vulnerable to
security breaches. You want to improve network security
and ensure compliance with policies and regulatory
mandates, but how can you effectively protect your
internal network from attack?

Alert Logic's Threat Manager delivers a critical layer of
network defense. You can now guard against threats that
casily bypass perimeter and endpoint defenses — constantly
protecting your internal network from viruses, worms,

and other threats brought in by roaming laptops, VPN
connections, wireless access points, partner portals, and
other supposedly “trusted” sources.

By combining intrusion protection and vulnerability
management technology into a single integrated solution,
Threat Manager offers both proactive and reactive
protection from the latest threats. Its unique Cloud-based
architecture means false alarms are eliminated. Instead, all
of the alerts from our network appliance are fed directly
into a centralized expert system hosted in our datacenter.
Correlating the IDS alert data with vulnerability data and
real-time threat trend information from all Alert Logic
customers wotldwide, we identify only valid security inci-
dents that threaten your network — something a traditional
standalone appliance simply cannot accomplish.

Alert Logic's Threat Manager is the easiest way to
comply with regulations and protect your internal
network from attack.

KEY BENEFITS

* Easy to buy, deploy, use, and own with no
software or hardware to purchase or maintain,
no upfront capital investment required, and
everything included in one convenient
monthly fee

* Improves network security by identifying threats
and vulnerabilities that evade perimeter and
endpoint defenses

 Enables regulatory compliance by identifying
both incidents and vulnerabilities that could
impact compliance-relevant network assets

"Compliance with the PCI Data Security Standard is an absolute
must for our business. Part of our IT systems audit includes a
requirement that we have security controls in place for our
intrusion defense systems and that we can demonstrate that

we monitor these systems around the clock. Using Alert Logic's
managed threat defense solution in conjunction with our other
security measures, helped us to demonstrate compliance with
the PCI Data Security Standard."

Wyman Lewis
Director of Information Security
GSI Commerce




Cloud-based Architecture Offers Ease of Ownership

What makes our architecture so unique is its simplicity. You only need
to plug in an Alert Logic network appliance—no additional software

ot hardware infrastructure is required. All other solution components—
such as the management portal, reporting engine, historical data
repository, and configuration data—reside in the Alert Logic datacenter,
not on your network. Everything is at your fingertips via a Web browser.
Put simply, you do not have to spend valuable resources

deploying, configuring, maintaining, or upgrading our solution.

How do we deliver an unprecedented level of ease of ownership?
Our Cloud-based platform enables this through our two

basic components:

* The network appliance is the only component that resides
on-premise and is responsible for collecting and forwarding
log, threat, and vulnerability data to our datacenter for
further processing

* The software-as-a-service component is hosted in our datacenter
and is responsible for analyzing and securely archiving data from all
Alert Logic customer appliances across the globe. This
component also supplies all real-time and historical trending
and reporting via the customer Web portal.

By simplifying the science of log management, you can easily search and
analyze an endless sea of log data via any browser and store and backup
an unlimited amount of log data without purchasing a single hard drive.
By providing a critical layer of network defense, you can also guard
against threats that casily bypass perimeter and endpoint

defense.

The bottom line: With Alert Logic, you get easy and affordable
IT compliance and security.
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Only Alert Logic goes beyond traditional internal network security
products, providing multiple layers of on-demand network protection
and manageability.
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